Mining Digital Evidence from
the Internet and Social Media

Jeffery Owen, Sergeant
Missouri State Highway Patrol / DDCC
DEA TFO- Kansas City Division

c. toolbox- OSINT tools

3.List OSINT tools to locate online evidence : o
4 List preservation techniques possible with "‘ap'e;’;’;’:sa‘:i";:]"fezrr“’izz‘;z

|nteme_‘ Service Providers (ISP) - b. documenting visible data through sites and
5.Describe methods to document user visible  apps

data
6.Describe methods used to parse data Ill. Parsing through data provided by ISP
a. IP tracking

provided by ISP b. phone number -tolls
c. link charts.

Basic Process

I/ Locate account identifier
2/ ldentify Social Media LEO process
3/ Send Preservation Request
4/. Determine level/type of information required
5/ Consult Social Media Company guides to use their language
6/. Acquire Legal Process (2 ways)
Option |: Subpoena/Court-Order
Option 2: Search Warrant
7/ Parse and Review data




|. Identifying sources of digital
evidence including social media

1/ Locate account identifier

OSINT Framework /

Mike Bazzell -Intel Techniques

https://inteltechniques.com/training.html

Documentation

Screenshot immediately (or photograph)

Video long screen shots. Do not use with Snapchat unless you
want target aware.

>Computer ; Snagit ($$) or Screencast-O-Matic
>iPhone screen record function [https://support.apple.com/en-us/HT207935]
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Facebook Account Name - PC

Facebook Account Name — Android/iOS

Snapchat Account Name — Android/iOS




Instagram Account Name —
Computer View

Instagram Account Name — Android/iOS

2/ Identify Social Media LEO process




ll. Preserving online evidence

3/ Send Preservation Request




Sample NDO Language

The United States has si : oplication pursuant to 18 U.S.C. § 2705(b), requesting that the Court issue
an Order commanding Snap Inc. (hereinafter “Snapchat’), an electronic communication service and/or a remote
computing service, not to notify any person (incl the subscribers and customers of the account(s) listed in the
attached search warrant ### of the existence of the attached search warrant for one year from the date of this
Order.

The Court determines that there is reason to believe that notification of the existence of the attached search warrant will
seriously jeopardize the investigation or unduly delay a trial, including by giving the targets an opportunity to flee, or to
continue flight from prosecution or to tamper with evidence or to change their patterns of behavior if they find that the

accounts have been compromised. See 18 U.S.C. § 2705(b).

IT IS THEREFORE ORDERED under 18 U.S.C. § 2705(b) that Snapchat shall not disclose the ex of the attached
search warrant, or this Order of the Court, to the listed

Order, unless and until otherwise authorized to do so by the Court, except that Snapchat may disclose the attached search
warrantand the attached Order to an attorney for Snapchat, for the purpose of receiving legal advice.

IT IS FURTHER ORDERED that the application and this Order are sealed until further notice of the Court, except for use by
the United States as they deem necessary to further the investigation and/or prosecution of the ongoing criminal investigation.

ubscriber or to any other person for one year from the date of this




4/ Determine level of information required

- Metadata or Content?
. Can user download?
- Can it be publicly seen?

- Limit by date/ user- Avoid “general warrants”.

5/ Consult Social Media Company guides to use their language




6/ Acquire Legal Proces

Foreign or Domestic




Victim Downloads

All Social Media accounts allow for download of
personal data

Must have access to Passwords and email for
account

Weigh case value to privacy concerns,. Speed
of access / Discovery

Facebook
Snapchat

Instagram

RSMO for Legal Process

RSMO 351.609 — Investigative Subpoena, Search Warrant
Requires foreign and domestic businesses to respond to legal documents
Businesses must provide a Verified Affidavit for records
Investigative Subpoena
RSMO 56.085 “to any witness who may have information . . . to require the
production of books, papers, records, or other material of any evidentiary nature.”
Based on Reasonable Suspicion. Records about records/metadata

Search Warrant
RSMO 542.276 -Governs who may apply, must be accompanied by an affidavit,
probable cause required, may be issued electronically or by fax, must be executed
asap, return must be within ten days, subsequent searches of property taken is OK as
long as PC still exists. Content

United States 4th Amendment

The right of the people to be secure in their persons, houses, papers,
and effects, against unreasonable searches and seizures, shall not be
violated, and no warrants shall issue, but upon probable cause,
supported by oath or affirmation, and particularly describing the place
to be searched, and the persons or things to be seized but upon
probable cause, supported by oath or affirmation




Missouri Constitution Article 1, Section 15

That the people shall be secure in their persons, papers, homes,

effects, and , from
unreasonable searches and seizures; and no warrant to search

any place, or seize any person or thing, or
, shall issue without describing the place to be

searched, or the person or thing to be seized, or the
to be accessed, as nearly as may be; nor without

probable cause, supported by written oath or affirmation.

lll. Parsing through data provided by ISP’s

7/ Parse and Review data

« Do not simply dump data on PA - organize and present
. - i et o
Ensure a complete discovery copy is available o % -
+ Redaction / compromised data F
P B Y ==
. Organize g a f
-

- A complete set of data must be retained for Discovery purposes
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MORE Resources

Search.org offers more than ISP lists

“ Investigations Web Browser Add-on with OSINT
° Podcasts

> Video presentations

- Publications and Trainings

* Tech Guides







Words of Caution

YOU are responsible for the data you possess
Only view/use the data when work related
Do not show others who do not need to see the data

You can be prosecuted
- Example: RSMO 573.110 — non-consensual dissemination of private sexual images

You can be disciplined according to your rules/regulations
You can be disciplined by POST

Example: University of Utah officer showed multiple co-workers intimate
evidence photos of Lauren McCluskey.
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