CELLULAR ANALYSIS SURVEY TEAM

CAST Introduction

Missouri Sheriffs’ Association
March 17, 2022

Special Agent Timothy Flohrschutz
CAST Field Asset - Kansas City Division

Mission | Structure | Services

Mission and Structure

MISSION

= The mission of the Cellular Analysis Survey Team (CAST) program is to support FBI, along with
state, local, and tribal investigations, through the analysis of cellular call detail records (CDRs) and
their associated tower information.

= Priorities:
1) Animmediate threat to life.
2) FBI priorities, to include National Security, Criminal, and Cyber.
3) Assistance to state, local, and other federal agencies.

STRUCTURE

= The CAST program is managed by the CAST unit within the Operational Support Section of the
Criminal Investigative Division with 9 SSA’s.

= Currently, the program has 16 National Assets and 57 CAST certified Field Assets worldwide.
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CELLULAR ANALYSIS SURVEY TEAM

CAST has 82 ipporting

Products and Services

Obtaining, collating, and analyzing cellular
communication data.

Historical CDR analysis and geospatial mapping. L P
Common device analysis and comparisons to
establish links between significant
locations/persons and cellular site data.

= Drive tests to aid in verifying and
measuring the actual coverage area of a
cell tower.

Target acquisition through the analysis of
CDRs facilitates the deployment of a
Wireless Identification and Direction-
finding Team (WIDT).

Expert witness testimony in support of
cellular analysis.

CELLULAR ANALYSIS SURVEY TEAM

Software and Tools
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CASTViz
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Free to law enforcement. Available for download from NDCAC or at http://www.castviz.com.
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CELLULAR ANALYSIS SURVEY TEAM

HOT TOWER ANALYSIS.

Free to law enforcement. Available for download from NDCAC or at http://www.castviz.com.

Additional Tools

CELLULAR ANALYSIS SURVEY TEAM
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National Domestic Communications
Assistance Center (NDCACQ)

Law Enforcement Portal

CELLULAR ANALYSIS SURVEY TEAM

https://portal-ndcac.fbi.gov/
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AC Cell Site Database

cell 5hte Database
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https://portal-ndcac.fbi.gov/
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https://portal-ndcac.fbi.gov/
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App Catalog

CELLULAR ANALYSIS SURVEY TEAM

https://portal-ndcac.fbi.gov/
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CELLULAR ANALYSIS SURVEY TEAM

CAST Product Highlights

Basic Historical Cell Site Analysis

What do we need to know?
« Date/Time of the crime
* Location of the crime scene

« Call Detail Records (CDRs) for the subject
* Tower list for the cellular service provider

How do we illustrate that on a map?

e CASTViz or other Mapping Software

CALL DETAIL RECORDS CELL TOWER LIST

CASTViz/Mapping Software

3/17/2022
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CELLULAR ANALYSIS SURVEY TEAM

Basic Historical Cell Site Analysis
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CELLULAR ANALYSIS SURVEY TEAM

SunamARY
Plotted call and text activity sssociated with cellular telephone number (816) £90-3717 on July 11, 2017. This s the orly
o 31,207, Leawiood or Overlan Park, KS.

time from June 1,2017
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CELLULAR ANALYSIS SURVEY TEAM

Basic Historical Cell Site Analysis

Historical cellsite analysis pertaining to (913) 708-4663 and {913) 523-5030 on February 1. 2016,
at 12:41 PM depicting the appraximate geographic location of the associated cellular telephones
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Network Survey/Drive Test

Prior to Network Survey

CELLULAR ANALYSIS SURVEY TEAM
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Tower Dumps

Tower Dumps

Most common uses:

* Robbery or burglary strings, serial killings, etc.

* lIsolate numbers common to multiple locations.

2) single location where a phone is being used at a specific time:
+ Boston Marathon - surveillance camera or witness information.

* Isolate numbers based upon known time/activity.

3) Single location with separation in time:
* No known event.

+ Isolate numbers unique to date/time of crime.

4) Preserve evidence:

CELLULAR ANALYSIS SURVEY TEAM

+ Homicide with no suspects.

1) Related crimes separated by time and distance: (
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Not Phones but Still “Phones”

;g;T Third-Party Location Information

* Google knows where you are via:
* Global Positioning System (GPS) OO e
* WiFi
« Cellular

* Provided with a latitude and longitude and a radius (very important
to look at the radius).

* Can combine Google Location Information and cellular information
to paint a complete picture. They can compliment each other.

CELLULAR ANALYSIS SURVEY TEAM
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Not Phone b ill “Phones”
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Case Study: Springfield Fugitive

;g;T Case Study: Springfield Fugitive

* January 28, 2021

* FBI Kansas City Springfield Resident Agency had been searching for a
fugitive for several weeks without success.

* CAST assistance was sought on January 28, 2021.

* Verizon historical cell site records, RTT data, and pings were received
on the same date.

* Subject was located and arrested approximately 30 minutes after the
Verizon records were received by CAST.

CELLULAR ANALYSIS SURVEY TEAM
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FBI CELLULAR ANALYSIS SURVEY TEAM
HISTORICAL MOBILE DEVICE LOCATION ANALYSIS

SATimothy Flohrschutz
FBI Kansas City

Case #: 176-KC-3369901

Telephone Number Analyzed
(417) e swaa

January 28, 2021

Property of the FBI Cellular Analysis Survey Team. Reproduction in whole or in part s prohibited.
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=) DRAFT ANALYSIS
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THE FOLLOWING REPORT CONTAINS A DRAFT ANALYSIS OF HISTORICAL CALL DETAIL
RECORDS WITH CELL SITE LOCATION INFORMATION, AND ANY OTHER AVAILABLE
HISTORICAL LOCATION DATA, OBTAINED FOR DEVICE(S) DETERMINED BY THE PRIMARY
INVESTIGATING AGENCY TO BE ASSOCIATED WITH THE CAPTIONED MATTER.

THE ANALYSIS CONTAINED HEREIN IS PRESENTED IN DRAFT FORMAT WHICH LACKS A PEER-
REVIEW AND OTHER QUALITY CONTROL MEASURES REQUIRED FOR COURTROOM
PRESENTATION. THE ANALYSIS MAY BE USED FOR LEAD PURPOSES BUT SHOULD NOT BE
INTRODUCED INTO DISCOVERY PRIOR TO OBTAINING THE FINAL PEER-REVIEWED TRIAL
REPORT.

Referto FRCP Rule 26(b)(3)(A) and (B)
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1. Background

The Federal Bureau of Investigation (FBI) Cellular i y Team (CAST) was d by Special Agent of the Springfield
Resident Agency to analyze cell phone records for (417) c#-4#4 (“target cell phone"). The target cell phone was believed to be associated with
Zachary Hsyes Wartin, a subject onafederal arrest inthe District of Columbia for violations associated with the Cags 124 Fizts

an laresyd,

2 Methodology
Ananaly the call detail record: ined for the target cell phone. The call detail record:

andfrom the target cel phone. Additionally,the records documented the cell tower and cell sector “cel site”) which served the cell phone during
thisactivity. Usedin conj he call detail records and alist of cell site locati ion of the target cell pl

itinitiated contact with the network.

Conclusions
A historicalcellsite analysis was performed on the call detail ecords for the target cell phone. The methods detailed in Sections 2 and 2.1 were used
p attached site

Property of the FBI Cellular Analysi Team. ion in whole or in part is prohibited.

21 Cell Site Locations

Cellsites in ex duringthe time of the incident were input i ingati i i f the cell sit ided
by the service provider. The cell sites associated with the target cell phonels), were i i

data.
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CELL TOWERS

|
Property of the FBI Cellular Analysis
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© SECTORS AND ORIENTATION

Page5 |

Sector 1
* Typical towers are configured N
with 3 sectors . w\u i /,,, I
* The center of each sector is A \ / a
identified by an azimuth p &
.(compass direction) expressed ‘& .
in degrees d >
B =
. wWEs— —:E

Unless otherwise noted, each

ct imatel = i
sector covers approximately ‘/ =
120° 5

L >
Sector 3 '*9%/ / \ \@ ¢ Sector2
= J Y -
S
Property of the FBI Cellular Analysi Jeam. ion in whole or in part is prohibited.
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=) SECTOR ILLUSTRATION

Page6 |

* Active sectors are displayed as a
wedge with a shaded arc

* The shaded arc solely indicates
the general direction of the radio
frequency signal

* The sector orientation can vary by
cell site and service provider
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Property of the FBI Cellular Analysi Team. ion in whole or in part is prohibited.
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=) SECTOR MAPPING ILLUSTRATION

* When displayed on a map, a sector
illustration shows the general area of
coverage as it relates to a specific
geographic area and indicates incoming
or outgoing call activity

Property of the FBI Cellular Analysi Team. ion in whole or in part is prohibited.
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=) RTT EXPLANATION

i
Page8

* Round Trip Tool

* Aroundtrip network
measurement from tower to
device and back referred toas a
Timing Advance

The device will be located no
further than the outside edge of
the shaded arc but may be
located inside

Property of the FBI Cellular Analysi Team. ion in whole or in part is prohibited.
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=) RTT ILLUSTRATION

* When displayed on a map, an RTT
illustration shows the area of coverage -
as it relates to a specific geographic area Cenvaipare 3
for a measurement taken during a call or
data session

Property of the FBI Cellular Analysi Team. ion in whole or in part is prohibited.
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Historical Cell Site Analysis
Analysis of most recent RTT data for (417) £#9-41%4 at approximately 10:30 a.m. on January 28, 2021.
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torical Cell Site Analysis
Analysis of most recent RTT data for (417) 689-4394 at approximately 10:30 a.m. on January 28, 2021. Enlarged
from previous slide. The AOI identifies the most likely location for Martin during this timeframe.
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=) END OF REPORT

THIS PAGE INTENTIONALLY LEFT BLANK.
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CELLULAR ANALYSIS SURVEY TEAM

Case Study: Baby Sophia Kidnapping

Case Study: Baby Sophia Kidnapping

* November 16, 2017 Regional alert goes out for baby kidnapped in

* Boyfriend returns home Wichita
from work to find victim
had been executed and
infant daughter missing.

« CAST analysis was critical to
the location and recovery
of the child alive and well.

« Cellebrite extraction of
victim’s phone.

« Historical cell site analysis.

 Prospective surveillance of
subject phone.

3/17/2022
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FBI CELLULAR ANALYSIS SURVEY TEAM

TFO Joseph M. Daneff
FBI Kansas City
Case# 7C-KC-2102851
(316) 689-1026
May 3, 2017

Cellular. i Te ion i in part i
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39 Background
The Federal Bureau of Investigation (FBI) Cellular Analysis Survey Team (CAST) was requested
by Detective Michelle Tennyson of the Wichita Police Department to analyze cell phone
records for (316) 689-1026 (“target cell phone”). The target cell phone was believed to be
associated with a homicide that occurred on November 17, 2016.

Methodology
An analysiswas performed on the call detail records obtained for the target cell phone. The
call detail records documented the network interaction to and from the target cell phone.
Additionally, the records documented the cell site and cell sector (“cell site”), which served
the target cell phone during the activity. Used in conjunction, the call detail records and a list
of cell site locationsillustrate an approximate location of the target cell phone when they
initiated contact with the network.
21 Cell Site Locations
Cell sites in existence during the time of the incident were inputinto mapping software using
latitude/longitude coordinates of the cell sites provided by the service provider(s). The cell
sites associated with the target cell phone were located utilizing the mapping software and
the plotted cell site data.
3. Conclusions
A historical cell site analysiswas performed on the call detail records for the target cell
phone. The methods detailed in Sections 2 and 2.1 were used to produce the attached
historical cell site analysis maps.

3/17/2022
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Sector Orientations

EXAMPLE ONLY
EACH CELL SITE ORIENTATION CAN VARY

50

If the orientation points at 30 degrees (1:00), the coverage can be approximated to be 60 degrees in [SAcHN

either direction; (every 30 degrees is one hour on a clock).

Azimuth

51
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Historical Cell Site

Sector Mapping

Note: The shaded area inside sector
arms is not illustrative of the
coverage area of tower and sector,
butis shown for directional
purposes only.

(316) 689-1026
Provider: T-Mobile

( Tower and Sector showing usage

Legend:

B 215 N. Brunswick, Apt. 1, Wichita, KS

910 Signet Street, Dallas, TX

T-Mobile pings

O T-Mobile cell sites

52

CAST

UTC Time and Daylight Savings Time Information

T-Mobile historical call detail records (CDR’s) display time in Coordinated
Universal Time (UTC).

In the Central Time Zone, when it is Central Standard Time (CST), UTC is six (6)
hours ahead. For example, a record that shows as 6:00 p.m. (or 18:00 on a 24
hour clock) in UTC would be 12:00 p.m. (noon) CST.

All times listed throughout this report have been converted from UTC to Central
Standard Time.
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T-Mobile (316) 689-1026

By co67ai7702
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T-Mobile (316) 689-1026
Cell sites utilized from November 17, 2016 at 1:20 p.m. to November 18, 2016 at 3:27 p.m.
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__T-Mobile (316) 689-1026 by
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T-Mobile (316) 689-1026
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T-Mobile (316) 689-1026

Muenste
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T-Mobile (316) 689-1026
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Cofta Regional

T-Mobile (316) 689-1026

co B 0oy
Dallas 5
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T-Mobile (316) 689-1026

@ Southeast service Center

910Signet Street, Dallas, TX
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Location of 3166891026 at 11/18/2016 6:27:33 PM Pacifc Standard Time

Result===

Uncertainty: 6m

ttos://maps google.com/maps2q=32.738528,96.191890

Location of 3166891026 at 11/18/2016 6:42.28 P Pacifc Standard Time

== Result ===
Lat: 22738636
Lon: 96792018
Uncertainty: 13m

hitpsi//maps.google.com/maps?q=32.738636,-96.792018

Location of 3166891026 at 11/18/2016 6:57:27 PM Pacifc Standard Time,

=== Result ===
Lat: 32.738550

Lon: -96.792018
Uncertainty: 15m

https://maps.google.com/maps?=32.138550,-96.792018

T-Mobile pings for (316) 689-1026 on November
18, 2016

*The first ping was on November 18, 2016 at
8:27 p.m. and the last ping was on November 20,

2016 at 8:17 p.m.*

**this is only a sample of the pings**

Location of 3166891026 at 11/18/2016 7:12:25 PM Pacifc Standard Time,

=== Result ===
Lat: 32.738582

Lon: -96.791890
Uncertainty: 15m

hitos://maps.google.com/maps?a=32.738582,-96.791890

63
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T-Mobile pings for (316) 689-1026 on November 18, 2016
*this is only a sample of the pings*

New  Bethel,
St Chueh @

910Signet Street, Dallas, TX

64

. Discover a different
Texas woman sentenced to 55 years for killing treatment option
Wichita mother, kidnapping baby =
Family of murdered Wichita mother reagls to kiler's sentencing ©

>

w=an
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Case Study: Missing Person Toni Anderson

22



CELLULAR ANALYSIS SURVEY TEAM

Case Study: Missing Person Toni Anderson

* January 15, 2017

* Toni Anderson was stopped by a North Kansas City police officer at
4:30 a.m.

* Following the stop, Anderson pulled into a local QuikTrip and sent a
text message at 4:42 a.m.

* Anderson was never seen again.

* CAST personnel conducted a network survey to narrow the search
area for Anderson based upon cellular data records.

* Using the data provided by CAST, search and rescue crews located
Anderson and her vehicle in the Missouri River.

3/17/2022
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FBI CELLULAR ANALYSIS SURVEY TEAM

TFO Joseph M. Daneff
FBI Kansas City
FBI # 343A-KC-2125706
KCPD CRN 17-3720
T-Mobile (316) 516-0970
January 24, 2017

68

hours.

start_date
1/15/2017 1208
1/15/2017 1201
1/15/2017 11:46
11572017 1131
1/15/2017 11:16
1/15/2017 11:01
1/15/2017 1046
1/15/2017 1031
1/15/2017 1016
1/15/2017 1008
1/15/2017 1008
1/15/2017 1001
1/15/2017 100}

1/15/2017 946,

1/15/2017 937,

1/15/2017 846
1/15/2017833]
115/2017 831,
1/15/2017 816,
1/15/2017 801
1/15/2017 746,

AdiStartTime  end_date

1/15/20176:08 1/15/2017 12:11
1/15/2017 601 1/15/2017 12:12
1/15/20175:46 1/15/2017 12:01
1/15/2017531 1/15/2017 1146
1/15/20175:16 1/15/2017 11:31
1/15/2017 501 1/15/2017 11:16
1/15/2017 446 1/15/2017 11.01
1/15/2017 431 1/15/2017 10:46
1/15/2017 4:36 1/15/2017 10:31
1/15/2017 12,08

1/15/2017 1008

1/15/2017 10:36|

1/15/2017 1008

1/15/2017 1001

1/15/2017 1000}

1/15/2017 9:46

115/20179:31,

1/15/2017:16

1/15/2017 901

1/15/20179:37

1/15/20178:46

15/2017 831,

1/15/20178:16

1/15/2017 801,

AdjEnd Time

/15/2017 6:11
/15/20176:12
4/15/2017 601
1/15/20175:46
/15/2017 531
1/15/20175:16

cell_sector_tracking_area_codecell_sector_enodsb.

42241
4221
42201
42201
42241
a2243
a2243
42243

T-Mobile Data Session Records for target telephone number 316-516-0970. The T-Mobile Call Detail Records
(CDRs) indicate the target telephone last connected to a cell site and sector was on January 14, 2017 at 20:49:56

Tower 20131is
located at 39.15080, -
94.65596

Tower 20024is
located at 39.13858 -
94.58008

Tower 20026is
located at 39.13860,-
94.56014

Tower 20219is

located at
39.07189,94.48956

Tower 20137 is
located at 39.05599,-
94.48130

Tower 29688
located at 39.05640,-
94.49410

69
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70
Drive Testing of T-Mobile
eNodeB 20131. Approximately
254 miles driven.
71

Dominant Area, Coverage Area and Drive Trail from eNodeB 20131, [Sa<8
Sector 1, PCI 465 — Google Streets Map._

@

° Toni Anderson was last
y Park® seen alive on 1-15-2017 at
. 5 Kanos Ciy ), | approximately4:49 a.m.
5 L4 L ° 4 o &b 58 =
o E ° A @pKanses City » <
o & e
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Dominant Area and Coverage Area from eNodeB 20131, Sector 1, PC| 465 — Google Streets Map
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Dominant Area from eNodeB 20131, Sector 1, PCI 465 — Google Physical Map

North
Kansas Oty

H £ -3 / 15 S
3 5 S | @epuaa
Dominant Area from eNodeB 20131, Sector 1, PCI 465 — Google Hybrid Map CAST

Recovery scene. An enlarged view is
depicted on the next slide.
T e i
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March 10, 2017
Parkville, MO (English Landing Park)

GPS location at the scene of
the recovery

76

March 10, 2017
Parkville, MO (English Landing Park) CAST

MISSING PERSON
Toni Anderson W/F 04/05/1996

http://kmbc.com/article/ke-police-search-river-near-parkville-
park/9118041?src=app

77

How to Request CAST Assistance

26



CAST Intake Form

CELLULAR ANALYSIS SURVEY TEAM

https://forms.fbi.gov/cast-intake-form
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Contacting CAST

CAST@fbi.gov (General Questions)
CASTVIZ@fbi.gov (CASTVizsQuestions)

SA Timothy Flohrschutz | twflohrschutz@fbi.gov | (816) 206-3863 (cell) | Kansas City
TFO Joseph Daneff | jmdaneff@fbi.gov | (816) 719-8381 (cell) | Kansas City
SA Bastian Freund | bfreund@fbi.gov | (314) 230-6553 (cell) | St. Louis
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