(U//LES) Crypto Cliff Notes —What
Law Enforcement Needs to Know

Angela Robinson, Cybersecurity Specialist, Department of Public Safety Office of Homeland
Security assigned to the Missouri Information Analysis Center & Micheal Clinton, Detective,
St. Louis County Police Department assigned to the 5t. Louis Fusion Center.
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Program Deliverables & Resources

Weekly Cybersecurity Open-Source Intelligence

WrapUp
Vulnerability notification
Gathering and processing cyber intelligence
Intelligence dissemination and logging
OSINT gathering (including dark web)

» Indicators of Compromise (IOC) research

& Requests for information

ESF-14 Cybersecurity Planning and working
group coordination
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@ Di
products

4 Participation in the National Fusion Center

Association Cyber Intelligence Network (CIN)
ESF-14 Exercises and ESF-14 After Action Reviews
Conducting Tabletop Exercises for stakeholders

@ Conduct Incident Response Workshops for

stakeholders

¢ Cyber Intelligence Partners (CIP) Program

Cyber Training (local government, schools, etc.)

Host Missouri Executive Branch Government
Cyber Intel bi-menthly call (2x/month)

loping and minating cyber intelligence
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Midwest Cryptocurrency Task Force

& Established in the summer of 2023

Consists of local, state, and federal law enforceme
Resource to local and state agencies by providing case support and tracing of cryptocurrency
Provides deconfliction and can identify cases than can go federal

Originated in St. Louis with founding members of the Saint Louis Fusion Center, FBI-St.
Louis, Secret Service — St. Louis, IRS—ClI St. Louis, and the U.S. Attorney’s Office Eastern
District of MO

Expanded quickly beyond the St. Louis Metro due to the need for assistance from agencies
throughout the Midwest
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Cryptocurrency
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Why Should LE Know
About Cryptocurrency?

% Crimesinvolving cryptocurrency

& Drug sales

& Human trafficking

@ Fraud

& Darknet transactions
Cybercrimes
CSAM

¢ Terrorism

o And many more..
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Digital payment stored in digital wallets

Peer to Peer system posted to the blockchain

What is

. Blockchain is a decentralized, distributed, and
CI’yptOCU fency: public digital ledger to record transactions

Cryptocurrency mining
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Whatis Bitcoin Mining?

How Bitcoin Transactions work
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Missouri Mining
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Infinite & Finite

FINITE: 4,414 CRYPTOCURRENCIES , INFINITE: LIMIT HOW MUCH OF THEIR
BITCOIN, XRP, BINANCE COIN, LIDO, COIN CAN BE MINED INAYEAR
AND CARDANO
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Bitcoin

The scarcity of
New Bitcoins are llis
itcoinin | Total amount of To be mined mined and added to f{  Final Bitcoin to be

000 Bitcoin 723,675 Bitcoin the Blockchain mined in
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Cryptocurrency Wallets

PAPER HARDWARE ONLINE

Paper Wallet

Hardware
Wallet
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cryptodispensers
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“Transactian Recelpt
$/17/23, 2154 P COT
Order: QURIOKQK
Hobile:
Type: buy
status: pending colns send
Price: 35,712.71 UsD
Cash: 4,620 USD
BTC sent: 0.12928170 BTC > .
BTC address: 382{UyAdeyL B ItCO[ n ATM Sca m
MVGTYCENz LKV IZBHKDNEY.

Thank yeu for using Bitcoln Depo |
Text 678-435-9604 for
Matling Addres
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Victim Bitcoin Depot transaction @ 0.1292817 BTC
5] )5 mlaes >4
May 17, 2023 11:08:30 PM

38ZiUy...bnEU
Wallet Cluster
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38ZiUyAdeyLMvGTyCénztKVWvIZ8WkbnEU

Bitcoin Depot




Suspect cluster wallet

0.12914122 8

0.1292817 BTC
E May 17, 2023 11:08:30 PN ’May'!? 2023 11:0:

Ms,
38ZilVy...bnEU bec1g26...uwpm +

Wallet Cluster Wallet Cluster

bcig26uorms468se34hsoh8qdtinf8xwosd6gekuwpm
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What do we do now?

Contact OKC for Knew Your Customer Information
(KYC) to identify the owner of the OKX wallet, Use the Law Enforcement Request Guide
OKX LE Guide attached or email letterhead with the

t to enforcement@okx.com. In the request

Full name of the law enforcement a , legal

authority, and documentary evidence; Of
information;
action iterr

alsoincluded an ex
reeze Request. You should be able to
temporarily the amount of BTC in th ount
that came from your victim. You will not be able to
freeze the amount in the wallet.

Prosecution or
Disruption?

9/29/2023
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Crypto Work Scam

& InMay of 2022 a local business contacted our agency reporting to have been a victim of theft.
They were contacted by a client of theirs asking for payment of work requested.

& The money was sent through the total amount being $16,260.00. It
was not until the real business reached out to them asking for the money did they realize they
had beenscammed.

@ |was able to get several investigative subpoenas with the suspect being identified.
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O Bitcoin ATMs

O Other wallets
(wallet
clusters)
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The Subpenoa
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When combined, cant discern related
_ from unrelated Money! Only
" Exchanges Can!

Hone your Focus
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Victim Transactions

Peel chain occurs to
attempt to hide funds
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Exchanges with KYC information

e

Cross-chain swap from ETH

toUSDT
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8 Hour
Cryptocurrency
Fundamentals

Class

STLFC and MIAC
LEO 1 Hour Data
Training

Additional Training

ENFORCEMENT SENSTT

Who to Contact?

« Kaseware RFI - « Phone - (314) 615-4839
kaseware. 456c0- « Email- _govor mcli
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2908-4a6b-88ad-e33e866bfeb ordriegeréstlfc.org
* Phone - MIAC 866-362-6422 or Cyber Line 573-

526-0153
* Email - miac@mshp.dps.mo.govor

Angela.Robinson @mshp.dps.mo.govor

Nicholas.Saravara@mshp.dps.mo.gov or

securityintel@mshp.dps.mo.gov
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