
9/6/2023

1

UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE (U//LES)

PillarsPillars

Intelligence Coordination Outreach

Built a Cybersecurity Program with all three 
Missouri Fusion Centers

Built a Cybersecurity Program with all three 
Missouri Fusion Centers

Established in July 2019Established in July 2019
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This presentation is for 
intelligence gathering 

purposes.

NEVER use an alias 
account on your personal 
devices and NEVER use 
the alias account or UC 

computer for any 
personal use.
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Civil Rights & 
Civil Liberties

Amendments 1 
& 4 What You Need

Creating a UC 
Account

Tools to Conduct 
UC Social Media 

Investigation
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Criminal Predicate

Threat to public safety

Reasonable suspicion that an identifiable 
organization or individual, has committed an 
identifiable criminal offense, or is involved in 
or is planning criminal conduct or activity 
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Define a research goal:

• What am I looking for?
• Who or what is my 

target?
• How am I going to 

conduct my research?

Protect yourself  
accordingly:

• VPN
• Virtual Machine
• UC/sock puppet 

account
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Google – most popular

Edge - Microsoft

Bing – Microsoft-developed 

DuckDuckGo – Privacy-focused 

Yandex – largest search engine in 
Russia
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Identify Networks

• Who is friends with your target?
• Who is your target pictured in photos with? Tagged in posts 

with?
• Who comments on your target’s posts?

Identify

Supply biographical information
• What information is on their profile?  Feed?
• Where did they go to school? Where do they work? What do 

they do?  What are your target’s interest? Hobbies?
• Do photos provide any context clues (e.g. excessively lavish 

lifestyle, illicit activity)?

Supply

Provide location information

• Does your target have any check-ins anywhere?
• Do photos place your target at certain locations at certain 

times?
• Are any posts geo-tagged?

Provide

Determine the legitimacy of  a business entity

• Does your business have a social media presence?
• Is content on a business’ profile unique or generic (e.g. stock 

photos, boilerplate language)?
• Have people interactive with the business entity’s web presence 

(e.g. liked pages, posted reviews)

Determine
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Do not waste your time in information 
gathering to recognize technologies, just check 
companies' recruitment listings.  This will give 
you much better and accurate results within 
few finger tabs.

OSINT Tactics 086

-Praytush Nema
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