Social Media
Investigations & LEO Safety

Missouri Information Analysis Center and

Department of Public Safety Office of Homeland Security

MO
DPS/OHS &
MIAC

Cybersecurity
Program

Intelligence  Coordination Outreach

Program Deliverables & Resources

Cybersecurity Open-Source
igence Wrap Up
Vulnerability notification
» Gathering and processing cyber intelligence
Intelligence dissemination and Ic
& OSINT gathering (including dark web)
Indicators of Compromise (;
¢ Requests for information

» ESF-14 Cybersecurity Planning and working
group coordination
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MOMIAC

7 . |

MISSOURI INFORMATION ANALYSIS CENTER
MOMIAC

A FEDERAL, STATE, & LOCAL PARTNER!

BECOME A PARTNER

POPULAR LINKS

]

MOMIAC GENERAL

ALERTS  SUBMITASAR & LOGIN  ED REGISTER

Please fill out all required fields to create a registration
Fields marked with * are required

Registrant

* Title/Rank *First Name “MI  *LastName

* Date of Birth “Last Four SSN
mmiddiyyyy a

1am an employee of a law enforcement agency.

* Agency ORI * Organization

Agency / Organization Address

*Address Line 1

MOMIAC

Rosinson, Argeia
By ponie
o Logor

ANGELA —
¥ Incidents ROBINSON

& Bulletins MIAC Admin User

& Alerts

User Information

Email

Angela Robinson@mshp dps.mo.gov

B Request Organization Organization

Y Missoui State Highway Patol

= U County Region

& Registrations coLE Region F
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MOMIAC

Edit your profile

Please fill out the fields below to edit your profile...

First Name Middle Name Last Name Email Address.

ANGELA R ROBINSON Angela Robinson@

What county are you in? * Agency ORI * Organization

coLe * | MOMHPOOR2 MO Info Analysis Cir - MON

1am an employee of a law enforcement agency

Emails

Receive emails for:

Statevide

View Regon biap

© miac

@ Admin Dashboard
MOMIAC AMIAC Sevies

@ Information

@ Incidents — Single incidents that go into bulletins fed by LE in field

¥ Incidents

¢ Bulletins - Incidents in last 24 hours & Bulletins

ing/Endangered Persons, Blue Alerts, A Alerts

(LEO Safety) 1% Missing Persons

4 (Information Library) Pass Throughs— Information from other agencies « TLO

and/or states % OMG Encounter

& Cyber Resources < Intel Meetings

@ MIAC Services B Request Organization
B Administration

= U

&+ Registrations

Disclaimers

NEVER use an alias
account on your personal
devices and NEVER use
the alias account or UC

computer for any
personal use.

This presentation is for
intelligence gathering
purposes.
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THINGS TO CONSIDER

Amendments 1
&4

Creating a UC
Account

Criminal Predicate

hreat to public safety

Civil Rights &
Civil Liberties

Reasonable suspicion that an identifiable
organization or individual, has committed an
identifiable criminal offense, or is involved in
or is planning criminal conduct or activity

Civil Rights & Civil Liberties

¢ Justification —

¢ There is no reasonable expectation of privacy on an Internet site not owned by the subject

on toa third party in the form of the social

» Law Enforcement — for the purposes of intelligence, SM research should fall under 28
CFR.Part23

on of intelligence information
utive_Order,

ntion of intelligence and criminal history information:
or.pdf




AMENDMENT 1 -
FREE SPEECH
&

AMENDMENT 4 -
UNREASONABLE
SEARCHES &
SEIZURES

WHAT YOU NEED

Clean computer with nothing
on it linking it back to the
Agency

No product that your
agency pays for

insert  Page Layout  Formu ata  Review  View

2 Wiop Text
[ Merge & Cef

Amendment |

ment of religion or prohibiting the
e thereof; or abridging th -

or of the press; or the right of the people peaceably to

assemble, and to petition the government for a r

of grievanc

Amendment 4

ing the pla
or things to be seizi

WHAT YOU NEED

Spreadsheet
A. Activation date
B. Registered email
Y (fb, insta, twitter)
D. User id
E. ord
E. Who the account is assigned to

G, Should an cmp hk of on t
ds ate

9/6/2023
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WHAT YOU

@ 0 DOWNLOAD ONTO
BlueStacks ] TER
mEBD Virtual Private Network (VPN)

‘Tunnel Bear

ProtonVPN

TOR - also serves as a VPN
e as a VPN

knet searches

Android Simulator

(Insta, SnapChat,

WHAT YOU
NEED

TSET UP

> Email

o Social Media Accounts

UNCLASSIFIED//LAW ENFOH

> Lieutenant General Sam V

& former Director, Defense Intelligence Agency




Before you begin...

accordingly:

» What am I looking for? * VPN
* Who or what is my * Virtual Machine
target? » UC/sock puppet
* How am I going to account
conduct my research?

Search Engines

How to use them, and use them well

Preservation Requests

» Most companies will take stéps to preserve account ds in connection with official
criminal investigations for 90 days pending receipt of formal legal pro
Most companies have online access portals to submit these requests. Links available upon
request.
@ Use your professional email address, and make sure it doesn't go to your spam folder.
Data for law enforcement purposes isn't retained unl r ation request is sent
before a user has deleted that content from the site.

9/6/2023
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Preservation Requests

¢ Be specifi
% The name of the issuing authority and agent, email address from a law-enforcement domain, and
direct contact phone number.

phone number (+X. X , user ID number
k.com. file. php?i XXXXX) or username
sername) of the Facebook profile

4 Send on law enforcement letterhead in a non-editable for

¢ Some companies notify the end user!

@ For purp f transparency and due p: , Twitter's pol 0 DO ers (e.g., prior to
disclosure of account information) of requests for their Twitt P ount information,
including a f the request, unl are prohibited from doin, ( an order under 18
USC§

Emergency Requests

> In responding to a matter involving imminent harm to a child or risk of death or serious
physical injury to any person and requiring disclosure formation without delay
Note: We will not review or respond to requests submitted by non-law enforcement
officials.

The Electronic Privacy Communications Act authorizes companies to disclose during
ons but does NOT require them to do so.

Questions
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Google — most popular

Edge - Microsoft

Search Bing — Microsoft-developed
Engines

DuckDuckGo — Privacy-focused

Yandex — largest search engine in
Russia

ch engines include

People search

engines

Online
Communities

Social media, online forums, and more




Identify

9/6/2023

Supply

Social

Media can
be used tO M Provide

Determine the legitimacy of a business entity
+ Does your business have a social media presence?
D B - is content on a business’ profile unique or generic (e.g. stock
etermine [T N
« Have people interactive with the business entity’s web presence
(e.g. liked pages, posted reviews)

¢ NDCAC-

HeIpful Websites & Cross Talk

& Chrome Extension

4 https://tools.epicos.com/email php

LEO Social Media
Safety: How to Avoid
Becoming the Target

10
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Do not waste your time in information
gathering to recoghize technologies, just check
companies' recruitment listings. ' This will give Don't say anything online that

]Z/ou.‘fr.nuch'begter and accurate results within you wou dn'’t want plastered on
S inden 1obs. a billboard with your face on it.

OSINT Tactics 086 — Erin Bury

-Praytush Nema

THEPOWER OF OPEN ‘“We don’t have a choice on
SOURCE IS THE POWER whethegd\:e DO Sﬂgl;'. media,
e guestion is

OF THE PEOPLE. THE how well we DO it

PEOPLE RULE. -6k

LINCLASSIFIED//LAW ENFQROEMENT SENSITIVE (/1)

Real hacking

How it looks like

;ata breach exposes personal
information of thousands of LAPD
officers and applicants

Madeline Purdue USATODAY
2075 | upase

us.

38 Police Officers Have Been Doxxed During
Protests in Portland, DHS Says

Y DANIEL VILLARREAL ON 7121120 AT 8:14 PHI EDT

The
Intercept_

HACK OF 251 LAW ENFORCEMENT WEBSITES
EXPOSES PERSONAL DATA OF OPS
1 I ripton

11
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VIRTUAL PRIVATE
NETWORKS (VPNS)

World's Fastest VPN

Take back your freedom with hide.me VPN

TRY FOR FREE

Namseon & 4 W O A

@ Social Media Privacy and
Safety
@ OHS Cybersecurity
Handouts Brochure
¢ Digital Exhaust Opt-out
Guide for Law
Enforcement

13



QUESTIONS

ity Specialist
of Homeland Security
Missouri Information Analysis Center

9/6/2023
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